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Abstract: Cybersecurity awareness remain the most critical for defending small and medium
enterprises (SMEs) against the growing threats of cyber-attacks in current digital era. In spite of
their important contribution to national economy, SMEs in Nigeria, continue to be the centre of
cyber-attacks due to inadequate awareness, inadequate resources, and poor knowledge of
cybersecurity measures required. This study examines the level of SMEs information security
awareness in Nigeria, exploring the factors influencing their cybersecurity knowledge and
practices, as well as evaluates the effect of these awareness on their daily operational resilience.
This paper adopted a mixed-methods research techniques, data were collected from various
SMEs sectors using structured questionnaires and interviews. The findings reported low
cybersecurity awareness, financial constraints, lack of training, and perceived irrelevance of
cybersecurity as major barriers as challenges. Therefore, study recommends critical need for
specified interventions such as affordable training programs, government-led initiatives, and
enhanced community awareness campaigns. These recommendations intend to empower SMEs
to build robust cybersecurity culture to safeguard their daily operations and contribute to
sustainable economic growth.
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1. Introduction
Small and medium enterprises (SMEs) is
critical to nation economic growth,
contributing significantly to GDP and
employment in Nigeria. NBS/SMEDAN 2021
survey report narrated that MSMEs
contributed up to 46.32% to GDP, accounted
for 6.21% of exports, 96.9% of businesses and
87.9% of employment (PwC, 2024). Despite
this contribution, the transformation of
businesses to digital state exposes the SMEs
to rising cyberattacks. The growing interest of
cybercriminals towards SMEs reveals their
vulnerability, situating them in wide range of
risks such as phishing scams, ransomware
attacks, and data breaches. Nigerian SMEs are
underprepared for these cybersecurity

challenges due to insufficient awareness,
limited resources, and weak enforcement of
cybersecurity policies.
Globally, SMEs are excessively affected by
cyber threats. A study conducted by Ponemon
Institute (2019) indications that SMEs
account for 43% of the overall cyberattacks,
60% of the affected SMEs often goes out of
business within six months of the data breach.
Adepetun (2018) studies conducted in Nigeria
reveal that 89% of cyberattacks in 2022
targeted SMEs, one of the reasons behind it is
mostly due to their lack of basic defensive
measures such as adequate awareness,
firewalls, intrusion detection systems, and
staff training. Moreover, SMEs in state like
Katsina, face added challenges such as limited
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access to affordable cybersecurity tools and
lack of institutional support because most of
IT resources and services are situated in either
Lagos or Abuja (Kabanda Tanner & Kent,
2018). Bada and Nurse (2019) debates that the
inadequate tailored awareness among SMEs
increases their vulnerability, suggesting that
context-based interventions remain necessary
to drive meaningful transformation.
Huge number if not all Nigerian enterprises
lack adequate awareness and preparedness for
cyber threats, leaving them exposed to
breaches, fraud, and other cyberattacks.
Among the factors that contributed to their
current state of cyber insecurity is inadequate
awareness. Thus, this study explores the
awareness levels and challenges faced by
SMEs in Katsina in relation to network and
information security, aiming to propose
actionable recommendations for improvement.
The rapid development and digitization of
businesses across the globe, Africa and
Nigeria specifically has introduced better
opportunities and wide range of risks for
SMEs in cyber world. Despite the critical role
they are playing in economic growth, SMEs
in Nigeria often operate with limited
resources, making them prime targets for
cybercriminals (Bada & Nurse, 2019). In
Katsina, major of SMEs rely on digital
platforms for advertisement, financial
transactions, and customer relations etc.
However, inadequate awareness of
information security measures leads to
vulnerabilities such as fraud, phishing scams,
and/or even ransomware attacks (Adepetun,
2022). This situation worsens by inadequate
cybersecurity initiatives targeting SMEs from
both governmental and non-governmental
organizations leaving them without adequate
tools or training to protect themselves. Thus,
this study sought to investigates the level of
awareness and challenges of SMEs in
relations to information security in Katsina.
The questions this study seek to evaluate is
the awareness state of contemporary
entrepreneurs of cybersecurity best practice to

set a baseline data and ascertain gaps and
challenges in implementing these best
practices and recommends strategies for
improving cybersecurity best practices among
SMEs.
1. Literature Review
SMEs in Nigeria are increasingly facing
outmost cyber threats despite their significant
contribution to her economy. This challenge
has been creating loopholes in their capacity
to serve the country better. SMEs cyber
related risk is making millions if not billions
of Naira go to waste every year. This may be
due their inadequate training or awareness of
cybersecurity measures necessary to depend
themselves. Ogbeide, Omorogiuwa and
Salami (2023) proposed a robust yet cost
effective cybersecurity framework that can be
adopted by SMEs to help them develop
resilience and stay informed in the cyber
world. One of the key aspect of their
framework is employee awareness and
training.
Almost all internationally recognize
cybersecurity frameworks include awareness
and training of employee on the current
practices and measures needed to mitigate
threats. Ogbeide et al. (2023) reviewed six
international frameworks and lamented that
every one of the framework remain
incomplete if employee awareness and
training is eliminated. Okoye (2017) in her
study on strategies to minimize threats on
business performance specifies that
organizational information security education
and training was found to be significant part
of performance indicators of SMEs in the
current century. In their research in UK Bada
and Nurse (2019) insisted that though
theoretical aspect of awareness and training is
widely delivered, they found it to be less
effective in real world scenarios. They
suggest that practical engagements should be
included during training to enable employee
assimilate the strategies better. Erdogan,
Halvorsrud, Boletsis, Tverdal and Pickering
(2023) lamented that though SMEs in UK
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apply some basic cybersecurity measures to
avert cyber threats, there seems to be
inadequate training and awareness as well as
processes and tools necessary to improve their
information security posture. Amrin (2014) in
her study on the impact of cybersecurity on
SMEs in Europe, insists that lack of employee
training and awareness especially in Bring
Your Own Devices (BYOD) and cloud related
work culture shouldered huge risk to the
SMEs. There is lack or inadequate news and
trends of cyber threats as well as mitigation
measures among SMEs in Nigeria and the
world at large.
Fagbule (2021) lamented that SMEs fall
victim of cyber related incidences due to their
lack or limited budget in employee training
and awareness. Employee often follow
organizational culture. When an
organizational lack information security
culture or framework, its employee often
neglect or shortfall cybersecurity measures to
mitigate known threats. She concluded that IT
technical staff neglects important
cybersecurity awareness and training points
due to their lack or limited understanding of
their organizational culture and attitude.
Erdogan et al. (2023) study provides better
understanding of SME context in terms of
cybersecurity awareness and cybersecurity
practices, and may be used as a foundation to
further develop appropriate tools and
processes to strengthen the cybersecurity of
SMEs that accorded their culture and attitude.
Carlos, Ingolf and Shane (2023) reports that
there is limited research on SMEs roles

threats and needs related to cybersecurity.
They further insisted that lack of awareness of
cybersecurity risks, limited literacy and
financial constraints. The study concluded
that there exists significant relationship
among these themes, suggesting that limited
literacy is the root cause of awareness and
resource constraint issues.
3. Methodology
The study adopted a mixed-methods approach,
combining both quantitative surveys and
literature review to gather comprehensive
insights. Scoping literature on cybersecurity
awareness and education in Nigeria was
conducted in the first phase of the study. This
theoretical review was followed by a
fieldwork on current status of SMEs
cybersecurity awareness, their contemporary
challenges and suggested ways to mitigate it.
From these analyses, we compared their level
in 3 aspects above and suggest key
lessons/recommendations to create high level
cybersecurity awareness and training among
SMEs.
25 randomly selected SMEs across various
sectors in Katsina, including retail,
commercial, and service industries were
sampled. A stratified random sampling
technique was used because it gives each
member of strata equal chance to be selected.
Structured questionnaires for quantitative data
and focus group discussion for qualitative
insights. Quantitative data collected was
analyzed using statistical software to identify
correlations to uncover recurring patterns and
challenges.

4. Results and Discussions
Table 4.1: The contemporary level of cybersecurity awareness among SMEs in Katsina

Category Frequency Percentages
Network security (such as strong password, firewall, up-
to-date antivirus, device security patches)

7 25%

Physical security (such as barriers, cctv, watchmen etc.) 23 82.2%
Strong password and its changes frequently 6 21.4%
Antivirus protection and regular software updates 11 39.2%
Information security education, training and awareness 7 25%
Data backup and recovery 17 60.7%
Network security monitoring and audit 0 0%
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Intrusion detection 0 0%
People Management (e.g. Ex-employee
decommissioning)

3 10.7%

Asset management (e.g. Faulty devices
decommissioning)

0 0%

Overall (Average) 28 26.42%
The study findings reveal that only 26.42% of
SMEs in Katsina are sentient of the existing
measures of network and information security
related to their businesses. Physical security
measures such as barriers, CCTV, and
watchmen were testified as the most widely
adopted security practices. It is the top
priority is consistent with findings where
physical threats are more widespread than
cyber risks. This finding is supported by
Adetunji, Olalekan, & Idowu, (2022) who
lamented that SMEs in such kind of regions
heavily relying on tangible security measures.
It was also reveal that a significant number
(60.7%) of SMEs are mindful of the
significance of data backup and recovery,
highlighting a basic understanding of data
protection practices. However, these adoption
does not extend to more sophisticated or
hands-on digital security measures like
intrusion detection. The adoption rate of data
backup remains encouraging because it is
slightly higher than reported averages in
similar regions (50%-55%, as per UNCTAD,
2020). However, the efficacy of these backups
depends on regular testing.
No SMEs testified using network security
monitoring, audits, or intrusion detection
systems, which shows either lack of either
means or awareness of these critical measures.
This remains one of the gap leaving
businesses vulnerable to cyber threats
especially in digital era of today, as these are
some of the foundational does for robust
cybersecurity frameworks. In the other hand,
antivirus protection and regular system
updates are admitted, although the percentage
stands relatively low compared to global
standards. This further underscores
inadequate understanding or practices of basic
cyber hygiene. Studies submit that SMEs
worldwide often prioritize cost-effective and

basic security measures, such as antivirus and
firewalls software, while cutting-edge
techniques like intrusion detection systems
are less commonly used due to resource
constraints (Ahmad, Burney & Malik, 2021).
This also aligns with the findings in Katsina,
where physical security dominates, while
cyber and network security practices are
vague.
Only a one fourth of SMEs reported
information security education and training,
highlighting an awareness gap that hinders the
implementation of comprehensive security
practices. Research by Von Solms & Van
Niekerk (2013) stresses that security
awareness training is the foundation of
organizational cybersecurity. The low
percentage (25%) of training adoption rate in
Katsina echoes the global challenge of
prioritizing security training in SME levels.
Practices such as decommissioning faulty
devices or managing access for ex-employees
are found unaddressed, further presenting
significant risks in maintaining security
posture of an organization. The absence of
network security monitoring and audits in
Katsina SMEs bluntly contrasts with global
best practices, where such measures are
ranked critical as highlighted by Srinivas et al.
(2020) noting that even basic monitoring
significantly reduces cyber risks.
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Table 4.2: Gaps and barrier for implementation of security measures
Challenges Frequency Percentages

Inadequate information security education, training and
awareness

19 67.9

Lack of network and information security tools 13 46.4
Perceived irrelevance 16 57.2%
Lack of regular updates and software security patches. 9 32.2%
Limited resources 14 50%
Weak cybersecurity policy enforcement 19 67.9%

Inadequate implementation of cybersecurity policies 21 75%
Overall (Average) 28 56.67%

The study recognizes several challenges that
SMEs in Katsina face while implementing
robust information security measures. These
challenges combine a combination of resource
constraints, knowledge gaps, and policy
enforcement issues.
It was also reported that the most significant
barriers hindering effective implementation of
information security measures is reflecting a
lack of foundational knowledge and skills
among SME employees and management.
Without appropriate training, SMEs will
continue to struggle distinguishing threats,
mitigate risks, and adopt effective security
measures. As testified by Von Solms & Van
Niekerk (2013) and Ahmad et al. (2021) who
highlighted that inadequate training is a
universal challenge, especially for SMEs.
Thus the 67.9% lack of inadequate awareness
found is in line with global averages, where
awareness campaigns mostly target larger
organizations situated in larger cities across
the globe. Moreover, absence of reliable
security enforcement mechanisms means even
when policies exist, they are often not abided
by. This leads to wide range of vulnerabilities,
from human fault, carelessness, or deliberate
bypass of security protocols. This lack of
policy enforcement and implementation is
supported by findings in developing regions
where regulatory frameworks and policies are
weak or poorly enforced (UNCTAD, 2020).
Globally, SMEs often report challenges in
translating cybersecurity policies into
actionable steps due to limited expertise (Pwc,
2024).

The challenges further indicate that even with
an avocations of the need for policies,
practical implementation lags significantly.
This gap further worsens the disconnection
between knowledge and action, possibly due
to resource, awareness or expertise shortages.
Financial limitations remain a persistent
reason behind inadequate cybersecurity
measure adoption. Srinivas et al. (2020)
narrated that about 55% of SMEs globally
faces budget constraints as the primary
obstacle, which align with the finding of 50%
in this data. Several SMEs consider
cybersecurity as non-factor thinking that they
are not targets for cyberattacks. This mindset
and attitude places them exposed to risks, as
SMEs are increasingly targeted by attackers
due to weaker defenses. This finding is in line
with Kshetri, (2019) who reported that,
cybersecurity is considered not a priority for
small businesses has been documented widely
which stems from a lack of awareness of
evolving cyber threats targeting SMEs.
5. Conclusion
Cybersecurity awareness remain a cornerstone
of information security resilience for SMEs.
The findings emphasize the significant gaps in
the information security practices of SMEs in
Katsina, with an inconsistent focus on
physical security over digital ones as well as
the high percentage of irrelevance as shown.
This trend, while consistent with developing
regions, highlights the urgent need for
awareness, training, and resource allocation to
address cybersecurity vulnerabilities
especially among developing businesses. By
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comparing these results with global
benchmarks, it's clear that targeted
interventions can significantly enhance the
overall security posture of SMEs in Katsina.
The findings highlight the urgent need for
targeted interventions to enhance their
preparedness. Recommendations include:

1. There is need for government-led
initiatives to establish subsidized
cybersecurity training programs for
SMEs.

2. There is also need for partnerships and
collaboration with tech companies to
provide affordable security tools
tailored for small businesses.

3. There should be a routine awareness
campaigns through door to door,
community outreach programmes,
public seminars and online workshops
to educate SME owners and
employees about emerging threats and
best practices.

4. There is urgent need for up to date and
regular assessments to encourage
SMEs to conduct routine internal
audits of their cybersecurity posture to
identify and address vulnerabilities to
ensure adherence to cybersecurity best
practice.
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